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Kynon pna donHaHCOBOro cekropa 4|

OTpacneBble BbI3oBbIl. Haw oTBeT

MNMoBbiweHue onepaunoHHON 3P PEeKTUBHOCTU TpeboBaHusa perynaTtopa
+ OKOHOMMSI PECYPCOB 3a CHET ONTMMM3aLIMM HACTPOVKM NPaBUM 1 yrpasrieHus + BesonacHas pa3spabotka M0 B cootBeTcTBMM € [OCT 56939-2024 Ha 6a3e
nonuTukamu ceteBoi 6eaonacHoctu ¢ Kynon.YnpaeneHuve DevSecOps ¢ npoayktamu nnatgopmbl «Ccepay, a Takke ¢ Kynon.KoHTenHepbl

; n Kynon.Appsec
+ O3KoHOMMA hboHOa onnathl Tpyada 3a CYET ONTMMM3aLUKN NPOLECCOB ayauTa

n kaTeropupoBaHua ¢ Kynon.[lokyMeHTb! + ABTOMaTM3auUMsa KaTeropupoBaHnsi 06 bEKTOB KPUTUYECKON NHAPACTPYKTYPbI
(KWW) no 3akoHogaTenbHbiM HopmaTneam B Kynosn.[JoOKyMeHThbl

+ KoHTponb 3a 3agayamu n npoeccamum B cdoepe ynpasneHusa puckamm n GRC
¢ nnatcpopmon «OA3NC» n Kynon.[JokymeHTbl, cornacHo NonoxeHuto LI PO

PocT 06B8Ma BHyTpeHHeVI pa3pa60TKVI no ot 8 anpens 2020 r. Ne 716-I «O TpeboBaHMsIX kK cMCTEME yNpaBIeHNst
OonepauMoHHbIM PUCKOM B KPEAUTHOWM OpraHm3aumm n 6aHKOBCKOW rpynne»

+ bBesonacHas paspaboTka MO 1 nmnopTo3ameLleHe NPOAYKTOB AN yNpaBeHus
pa3paboTkon Ha 6a3e DevSecOps npu nomoLum nnatgpopmbl «Cdepar
n akocuctembl «Kynon»

+ KomnnekcHasi 6e3onacHocTb pa3paboTku npunoxeHun ¢ Kynon.AppSec
Ha ocHoBe TexHonorn SAST, DAST, OSA, SCA (npu y4acTun napTHEPOB)
+ CucTema 3almMThl KOHTENHepHbIX cpef pa3paboTku ¢ Kynon.KoHTeiiHepbi KnbepbesonacHocTb
+ Ayant b n aHanu3 3almwEHHOCTM ANCTaHLMOHHOrO 6aHKOBCKOro obcnyxunsaHums,
cantoB 1 NT-cuctem c akocnctemon «Kynony»

+ KomnnekcHas 3awmta 06bEKTOB KPUTUHECKON MHPOPMALMOHHON MHPPaCTPYKTYpbI
(KWUWN) c Kynon.[JdoKkymeHTbI

+ 3awmTa ceTeBon MHPACTPYKTYpPbI, BKNKOYAS KOHTPOSb U ynpaBreHne
nonMTMKaMu ceTeBor 6e30nacHOCTM ¢ ucnonb3oBaHmem Kynon.YnpasnexHve

+ bBbesonacHasg paspabotka MO Ha 6a3e DevSecOps npu nomoLum nnatdopMbl
«Caopepar» n akocuctemsbl «Kynon»



Kynon gna TpaHcnopTa v NOrMCTUKU 4|

OTpacneBble BbI30Bbl. Haw oTBeT

N3meHeHune cnpoca n «nocrnegHAsa Muna»

+ bBesonacHasa paspaboTtka MO n nmnopTo3amelleHe NPOAYKTOB AN ynpaBieHus
paspaboTkon Ha 6ase DevSecOps npu nomoLum nnatpopmbl «Cdepar
1 akocucteMbl «Kynon»

+ KomnnekcHasa 6e3onacHOCTb pa3paboTku npunoxexun ¢ Kynon.AppSec
Ha ocHoBe TexHonorun SAST, DAST, OSA, SCA (npu y4actnm napTHEPOB)

+ CucTtema 3almnTbl KOHTENHEPHbIX cped pa3paboTku ¢ Kynon.KoHTelHepbl

TpeboBaHusa perynartopa

+ bBesonacHas paspaboTtka O B cootBeTcTBUM ¢ TOCT 56939-2024 Ha Gase
DevSecOps ¢ npoayktamu nnatgopmbl «Ccepay, ¢ Kynon.KoHTenHepbl
n Kynon.Appsec

+ ABTOMaTM3aUMA KaTeropypoBaHns 06 bEKTOB KPUTUYECKON NHAPACTPYKTYPbI
B COOTBETCTBUM C 3aKOHOAATENMbHLIMU U HOPMaTUBHbIMU TpeboBaHNAMYU
¢ Kynon.[JokyMeHTbl

+ KoHTponb 3a 3agavamu u npoueccamu B chepe ynpasneHus puckamm n GRC
¢ nnatgpopmorn «OA3NC» n Kynon.[JoKyMeHThbl

Kubepbe3onacHoTb

+ 50pb68 C PUCKaMU XaKepCKUX aTaK Ha UHTENNEKTyalrlbHble TPaHCMOPTHbIE
cucteMsbl ¢ akocuctemon «Kynon» — ayautel IB, neHTecTsl U aHanua
3aLUNLLEHHOCTM CUCTEM U MPUNOXKEHWI

+ CucTemMa 3almnTbl KOHTENHEPHbIX cped pa3paboTku ¢ Kynon.KoHTelHepbl

+ BbesonacHada paspaboTka Ha 6a3e DevSecOps npu nomoLum nnatopMbl
«Cdpepa» n akocmcteMbl «Kynon»

+ 3awmTa ceTeBon NHMPPACTPYKTYPbI, BKITHOYAA KOHTPOSb 1 ynpasreHne
nonuTmMkamm ceteBown 6esonacHoctu ¢ Kynon.YnpaeneHve



Kynon gnsa teneKkoMMmyHuUKauumm

OTpacneBble Bbi30Bbl. Haw oTBeT

OnepauunoHHas 3cpcpeKTUBHOCTb

+ OKOHOMMS hoHOA onnaTbl TpyAa 3a CHET ONTUMM3aLMK NPOLEeCCOoB ayauTa
n kateropmpoBaHund ¢ Kynon.[JJokymeHTbI

Poct 06bEéma BHyTpeHHeun pa3pabotku MO

+  KomnnekcHas 6e3onacHOCTb pa3paboTku npunoxeHun ¢ Kynon.AppSec
Ha ocHoBe TexHonornn SAST, DAST, OSA, SCA (npu y4acTun napTHEPOB)

+ Cucrtema 3awmnTbl KOHTENHEPHbIX cpen pa3paboTkm ¢ Kynon.KoHTenHeps!

Bbicokoe BnusiHne pucka npocros oo6opyaoBaHuA
Ha Ou3Hec

+ 3almTa ceTeBo MHPACTPYKTYPbI, BKIOYash KOHTPOSb U yNpaBrneHne
nonmTMKamu ceTeBol 6e30MacHOCTU ¢ Ucnonb3oBaHnem Kynon.YnpaeneHue

+|

Tpe6oBaHusa perynsatopa

+ bBesonacHas paspaboTtka 1O B cootBeTcTBUM ¢ TOCT 56939-2024 Ha 6a3e DevSecOps

¢ npoayktamu nnatcopmbl «Chepay, ¢ Kynon.KoHTenHepbl n Kynon.Appsec

+ ABTOMaTM3aUUSA KaTErOPMPOBaHUSA OO BLEKTOB KPUTUYECKON MHAPPACTPYKTYPbI

B COOTBETCTBUU C 3aKOHOAATENMbHBIMU U HOPMAaTUBHBIMU TpeboBaHUsIMU
¢ Kynon.[JokymeHTbl

Knbepbe3onacHocTb

Bopbba ¢ knbepyrpo3amu ns3-3a pocta ClOXHOCTU ceTel (aTakm Ha loT-yCTponcTBa,
BUPTYanu3npoBaHHble ceTu) ¢ akocmucTemon «Kynon»

3awumTa ceTeBon MHPACTPYKTYPbI, BKINOYaA KOHTPOMb U yrpaBneHue nonnTukamm
ceTeBou 6e3onacHOCTU € ucnonb3oBaHnem Kynon.YnpasneHve

Cunctema 3awwmThbl KOHTENHEPHBIX cpef pa3paboTkn ¢ Kynon.KoHTenHepsl

besonacHasg paspaboTka Ha 6a3e DevSecOps npu nomoLum nnatgopmbl «Chepa»
n akocuctTembl «Kynon»



Kynon ona npoMbILLIEeHHOCTH

OTpacneBble Bbi30Bbl. Haw oTBeT

OnepaunoHHas 3achheKTUBHOCTb

+ OkoHOMMKS hoHOaA onnaTbl TpyAa 3a CHET ONTUMM3aL MM NPOLEeCCOoB ayauTa
n kateropmpoBaHung ¢ Kynon.[JokymeHTbI

Poct 06bEéma BHyTpeHHeun pa3pabotku MO

+ KomnnekcHas 6e3onacHocTb pa3paboTku npunoxexui ¢ Kynon.AppSec
Ha ocHoBe TexHonornn SAST, DAST, OSA, SCA (npu y4actTun napTHEPOB)

+ Cucrtema 3awwmnTbl KOHTEMHEPHBIX cpen pa3paboTkm ¢ Kynon.KoHTenHepbl

CNOXHOCTb C OOHOBNEHMEM TEXHOSIOrMYECKOro napka

+ MaCUJTa6V|p0BaHI/Ie napka ceTeBbIX 3KpaHOB C MOMOLLbIO Kynon.YHpaBneHme

+|

TpeboBaHua perynsaTtopa

+ ABTOMaTM3aUUA KaTErOPMPOBaHUSA OOBLEKTOB KPUTUYECKON MHAPPACTPYKTYPbI
B COOTBETCTBUU C 3aKOHOAATENbHBIMW M HOPMATMBHBIMU TPEBOBaHNSIMU
¢ Kynon.[JokymMeHTbl

+ BesonacHas paspaboTtka 1O B cootBeTcTBUM ¢ TOCT 56939-2024 Ha Gase
DevSecOps ¢ npoagyktamu nnatgopmbl «Ccepay, ¢ Kynon.KoHTenHepsl
n Kynon.Appsec

Knbepb6e3onacHOCTb NPOMbILWSIEHHbLIX CUCTEM

+ Bopbba ¢ kmbepyrposamm 1M3-3a pocTa CIIOKHOCTU ceTel (aTaku Ha loT-ycTpoKcTBa,
BUPTyanuanpoBaHHble CeTU) C akocnctemon «Kynon»

+ 3awmTa ceTeBon NHPPACTPYKTYpPbI, BKNOYAS KOHTPOMb U yNpaBneHne NnonnTukamm
ceTeBou be3onacHocTu ¢ Kynon.YnpasneHve

+ CuncTtema 3awmnTbl KOHTENHEPHBIX cpen pa3paboTkm ¢ Kynon.KoHTelnHepsbl



Kynon anga puteuna

OTpacneBble Bbi30Bbl. Haw oTBeT

OnepaunoHHas 3cppeKTUBHOCTb

+

OkoHOMUA poHAa onnaThl TpyAa 3a CHET ONTMMM3aLMM NPOLLECCOB ayanTa
n kaTeropmpoBaHus ¢ Kynon.[lokymeHThI

Poct 06bEéma BHyTpeHHeun pa3spabotku 10

+

BesonacHasi paspabotka 1O 1 umnopTosameLleHme NpoayKTOB ANs yNpaBneHns
pa3paboTkon Ha 6ase DevSecOps npu nomoLum nnatgpopmbl «Cdepar
n aKocucTembl «Kynon»

KomnnekcHasi 6e3onacHocTb pa3paboTkm npunoxeHun ¢ Kynon.AppSec
Ha ocHoBe TexHonornn SAST, DAST, OSA, SCA (npu y4actm napTHEPOB)

Cuctema 3amnThl KOHTENHEPHBIX cpea pa3paboTku ¢ Kynon.KoHTenHepbl

+|

Tpe6oBaHusa perynsatopa

+ YnpaBneHue 3agadamu n npoueccamu B ccpepe ynpasnenuns puckamm n GRC
c nnatcopmort «OA3NC» n Kynon.[JokymeHTbl

+ bBbesonacHas paspaboTka MO B cooTBeTcTBUM ¢ TOCT 56939-2024 Ha 6a3ze
DevSecOps c npogyktamu nnatcdopmbl «Cdepar», ¢ Kynon.KoHTenHepbl
n Kynon.Appsec

KubepbesonacHocTb

+ KomnnekcHasqa 3awmTa ceten n gaHHbelx ¢ Kynosn.YnpasneHue

+ 3awmTa ceTeBon MHPPACTPYKTYpPbI, BKNOYAS KOHTPOSb U ynpaBneHne
nonuTukammn ceteBon 6esonacHocTy ¢ Kynon.YnpaeneHve

+ bBesonacHasa paspaboTka Ha 6a3ze DevSecOps npu noMoLLm NnaTtopMbl
«Cdbepar» n akocuctembl «Kynon»



Kynon ansa aHepretuku n XXKX

OTpacneBble Bbi30Bbl. Haw oTBeT

OnepaunoHHas 3cppeKTUBHOCTb

+ OKOHOMUS hoHOA onnaTbl TpyAa 3a CHET ONTUMM3aL MK NPOLEeCCoB ayauTa
n kaTeropmpoBaHus ¢ Kynon.[JokymeHThI

Poct 06béma BHyTpeHHen pa3paboTtku MO

+ KomnnekcHas 6e3onacHoOCTb pas3paboTku npunoxeHun ¢ Kynon.AppSec
Ha ocHoBe TexHonornn SAST, DAST, OSA, SCA (npu y4acTum napTHEPOB)

+ Cuncrtema 3awmTbl KOHTENHEPHBIX cpen pa3paboTkm ¢ Kynon.KoHTenHepbl

TpeboBaHuA perynsitopa

+ ABTOMaTM3aLUA KaTErOPMPOBaHUSA OOLEKTOB KPUTUYECKOW MHAPPACTPYKTYPbI
B COOTBETCTBUM C 3aKOHOAATENMbHBIMU U HOPMAaTMBHBLIMU € Kynon.[JoKyMeHThbl

+ YnpasneHue 3agadamu 1 npoueccamu B chepe ynpasneHus puckamm n GRC
¢ nnatcpopmon «OA3NC» n Kynon.[JoKyMeHThbI

+ besonacHas paspaboTtka MO B cootBeTcTBUM ¢ [OCT 56939-2024 Ha 6a3ze
DevSecOps c npogyktamu nnatdopmbl «Cdepa», ¢ Kynon.KoHTenHepbl
n Kynon.Appsec

+|

KnbepbesonacHocTb

+

Bopbba ¢ knbepyrpozamu n3-3a pocta CAOXHOCTU ceTen (aTtakm Ha loT-yCTponcTea,
«YMHbIe» ceTu) ¢ akocmuctemon «Kynon»

3awwTa ceTeBon MHDPACTPYKTYpPbI, BKIOYASA KOHTPOIb U yNpaBreHe nonntukamm
ceTeBow 6e3onacHoctu ¢ Kynon.YnpasneHue

CuvcTtema 3almnThbl KOHTENHEPHBIX cpen pa3paboTku ¢ Kynon.KoHTerHepbl

BesonacHasi pa3paboTka Ha 6a3e DevSecOps npu nomowwm nnatdopmbl «Cdepa» n
akocucTembl «Kynon»



Kynon anga HedTerasa n xummm

OTpacneBble Bbi30Bbl. Haw oTBeT

OnepauuoHHas 3acppeKTUBHOCTb

+ OkoHOMMS hoHOaA onnaThl TpyAa 3a CHET ONTUMM3aL MK NPOLEeCCOoB ayauTa
n kateropmpoBaHuna ¢ Kynon.[JokymeHTbI

PocT o6bEéma BHYTpeHHen pa3padotku MO

+ BesonacHas paspaboTka ¢ nomoLubto Kynon.KoHternHepbl n Kynon.AppSec

+ KomnnekcHasi 6e3onacHocTb pa3paboTkm npunoxeHun ¢ Kynon.AppSec Ha ocHoBe
TexHonorni SAST, DAST, OSA, SCA (npu y4yactim napTHEPOB)

+ Cucrtema 3almTbl KOHTEMHEPHBIX cpen pa3paboTkm ¢ Kynon.KoHTenHepbl

+|

TpeboBaHua perynartopa

+

ABTOMaTM3aLUA KAaTEFOPMPOBAHUA OO BLEKTOB KPUTUYECKOW MHADPACTPYKTYPbI
B COOTBETCTBUU C 3aKOHOAATENMbHBIMW U HOPMATMBHBLIMU TPEOOBaHUAMM
¢ Kynon.[JokymMeHThbl

YnpasneHue 3agadamu v npoueccamu B ccpepe ynpasnenus puckamu n GRC
¢ nnatdopmon «OA3NC» n Kynon.[lokyMeHTbI

BesonacHas paspabotka MO B cootBeTcTBUM ¢ TOCT 56939-2024 Ha 6a3ze
DevSecOps c npogyktamu nnatdopmbl «Cdepa», ¢ Kynon.KoHTenHepbl
n Kynon.Appsec

[ByKpaTHbIN POCT KMbepatak

+

YA3BMMOCTb NpoMbILLnieHHbIX cuctem ACY TT1 n yctponcTts 10T K xakepckum
aTakam TpebyeT YyCUNEHHOM 3alLMTbl C MPOAYKTaMU U YCIyramm 3KOCUCTEMBI
«Kynon»

3awuTa ceTeBon MHAPPACTPYKTYPbI, BKINOYAA KOHTPOMb 1 yNpaBneHue
nonuTMkamm ceTeBon 6esonacHocty ¢ Kynon.YnpaeneHve

CuvcTtema 3almnThbl KOHTENHEPHBIX cpen pa3paboTku ¢ Kynon.KoHTerHepbl

BesonacHasi pa3paboTka Ha 6a3e DevSecOps npu NoMoLm nnatgopmbl
«Cdpepar» n akocuctembl «Kynon»



Kynon pnsa roccekropa

OTpacneBble Bbi30Bbl. Haw oTBeT

OnepaunoHHas 3¢ppeKTUBHOCTb

+ OKoHOMMA hoHAa onnathbl TpyAa 3a CYET ONTUMM3ALMKU NPOLLECCOB ayauTa
n kateropmpoBaHuna ¢ Kynon.[JokymMeHTbI

Poct 06bEéma BHyTpeHHeun pa3spabotku O

+ bBbesonacHas paspaboTtka 1O c nomowsio Kynon.KoHTtenHepsl n Kynon.AppSec

+ BbICTpoeHHbIN KoHBerep DevSecOps ¢ npoayktamu nnatgopmbel «Cdepan
n aKocucTembl «Kynon»

+ KomnnekcHas 6e3onacHOCTb pa3paboTku npunoxeHun ¢ Kynon.AppSec
Ha ocHoBe TexHonornn SAST, DAST, OSA, SCA (npu y4acTun napTHEPOB)

+ CuncTtema 3awwmTbl KOHTENHEPHBIX cped pa3paboTkm ¢ Kynon.KoHTenHepsbl

+|

TpeboBaHusa perynsaTtopa

+

ABTOMaTU3aUNS KaTeEropupoBaHNA 0OBbEKTOB KPUTUYECKOW MHPPACTPYKTYpPbI
(KNWN) B cooTBETCTBUM C 3aKOHOAATENBbHBIMU U HOPMATUBHBIMU TPeboBaHNAMU
¢ Kynon.[JokymeHThbl

YnpaeneHue 3agavamu v npoueccamu B cpepe puck-meHemxkmeHta n GRC
¢ nnatcpopmon «OA3NC» n Kynon.[JokyMeHTbI

BesonacHas paspaboTka MO B cootBeTcTBUM ¢ [OCT 56939-2024 Ha 6ase
DevSecOps ¢ npogyktamu nnatgopmbl «Chepay, ¢ Kynon.KoHTenHepbl
n Kynon.Appsec

[AByKpaTHbIN POCT Kubepartak

+

OwenoHnpoBaHHas 3awmta UT-cuctem ona kKOMnaHui roccekTopa
¢ akocuctemon «Kynosn»

Cwuctema 3amThl KOHTEMHEPHBIX cped pa3paboTku ¢ Kynon.KoHTelHepbl

3awuTa ceTeBov MHAPACTPYKTYPbI, BKMNOYaA KOHTPOMb 1 ynpaBneHme
nonuTmMkamm ceteBown 6esonacHoctu ¢ Kynon.YnpasnexHve

Be3onacHas paspaboTka Ha 6a3e DevSecOps npy NoOMoLLmM Nnatgopmbl
«Cdbepar» n akocuctembl «Kynon»



